
Schedule of Data

QuaverEd safeguards all sensitive data the district shares with us, especially Personally Identifiable Information (PII).
• We comply with FERPA, COPPA, and other federal and state laws protecting PII
• All data is encrypted in place in a firewalled database
• Files and information are transferred securely using HTTPS and SFTP
• PII is destroyed according to industry best practices when no longer in use
• Our servers and data storage devices are all located in the United States
• We do not use PII to market to any individual, or disclose that data to any third party groups
• Quaver has never had a contract terminated for failure to comply with data security requirements.

All users on our site agree to QuaverEd’s Privacy Policy. For districts that request data integrations, we require that a Data Sharing 
Agreement be in place. We will contact you to put this in place.

Types of Data QuaverEd Collects
QuaverEd collects limited personally-identifiable information to best accommodate teacher and student use of our resources. 
Depending on the product configuration required, the information gathered may vary. The following pieces of data are required 
by QuaverEd or are commonly collected.

Type of Data Collected Furnished By Purpose Required?
Teacher username and password Teacher QuaverEd teacher account authentication credentials. Yes

Teacher name (first, last) Teacher or District Application display name / friendly identifier. Yes

Teacher email Teacher or District Necessary for account creation (password reseting, 
verification codes etc.).

Yes

Teacher phone Teacher or District This is often the school phone number. Only used for 
communication when requested.

Yes

Teacher/Student cookies Backend Data Collected Necessary for session and basic application functionality. Yes

Device Operating System / browser version / 
IP address

Backend Data Collected Used to ensure device compatibility / troubleshooting 
purposes.

Yes

Teacher/Student Application Usage Statistics Backend Data Collected Used to furnish usage reports. Yes

Student Work Backend Data Collected Student generated content on QuaverEd (i.e. writing, 
pictures etc.) saved for display and download purposes.

Yes

Parent's email Teacher or Student Can be linked with student account for password reset 
purposes.

Optional

Student username and password Student or District For access to QuaverEd student account. Optional

Student name (first, last) District or Teacher or Student For display in application. Particularly to help teacher's 
identify students in QuaverEd GradeBook.

Optional

Student email District or Teacher Can be used as unique value to identify inbound Single Sign 
On user. Can be listed with student account for password 
reset purposes.

Optional

Student ID District or Teacher Can be used as unique value to identify inbound Single 
Sign On user. Can be entered in QuaverEd GradeBook to 
help teachers identify students.

Optional

The following data is not required or collected by QuaverEd but depending on the method of integration, this data may be sup-
plied to QuaverEd by the district. It is not used by QuaverEd and is stored only for display purposes.

Types of Data Collected Furnished By Purpose Required?

Student Grade Level District N/A Optional

Class Location District N/A Optional

https://www.quavered.com/privacy-policy/
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