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Guidelines for a 
Safe Online Environment 

The purpose of this guide is to establish guidelines for a safe online environment, safe physical facility, and imple-
mentation of music instructional content that re�ects a wide range of school environments. 

This guide is organized into three parts: 

1. Establishing Online Behavior Norms 
2. Digital Literacy 
3. Knowing Your Online Space 

1. Establishing Online Behavior Norms 
Just like you would establish rules and guidelines for behavior in class, establishing the same for online behavior 
is crucial to creating a safe and positive online learning environment. Setting expectations and starting positive 
examples from an early age profoundly a�ects students’ online digital footprint. 

How to establish online behavior expectations 

• Set expectations from the beginning. 

– Create rules together that re�ect important behavior expectations for connecting and 
collaborating with others online. Many of the rules between in-person and online learn-
ing will overlap. Kindness, respect, and safety are the same anywhere you are. Make your 
expectations known to students right from the beginning so they recognize appropriate 
behavior online and o�ine. 

– For example, take The Quaver Five and introduce it to students. Have them help you 
de�ne what each one could look like in class and online. For example, being kind could 
be using positive words when speaking to your classmates in person and using positive 
comments when talking to others online. Write down their ideas and display them in 
your room as a reminder. 

Many of the rules between in-person and online learning will overlap, such as The 
Quaver Five. 
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• Create positive examples of online behavior. 

– Students have many examples of negative online behavior just by looking at trolling 
comments through social media. Creating positive online examples for them to follow 
and learn from is vital. Start with how you model and recognize other students’ outstand-
ing positive behaviors as you see them. 

– Bringing this into your classroom could be as simple as writing some of your examples 
to display for students. You could also write sentence stems to start with or work with 
students on some example posts for reference. 

• Digital Citizenship. 

– From the International Society for Technology Education (ISTE), the �ve core skills of 
digital citizenship are: 

1. Being inclusive by being respectful of multiple viewpoints. 
2. Engaging others with kindness and respect. 
3. Being well informed—knowing how to evaluate the information for facts properly. 
4. Being positively engaged and using social media for civic engagement. 
5. Knowing how to be balanced online and o�ine, and being alert and aware of online actions. 

– Formal and informal lessons on digital citizenship from an early start will assist with 
building model digital citizens. 

– Although there are several resources available on digital citizenship, it is rare to �nd 
one that focuses speci�cally on the music classroom. Digital citizenship in the music 
classroom looks like being engaged in positive and constructive discussions about their 
favorite music or artists online. Artists know when to share their work and when to not. 
They also stay alert of how other artists work and how they share and know what is good 
information and what is harmful. 

2. Digital Literacy 
Digital Literacy is the act of �nding, evaluating, creating, and communicating digital media. Identifying what is 
true and what is false and sharing that found information online are crucial skills. 

Digital Literacy Skills 

• Finding and evaluating media 

– Create opportunities for students to �nd and practice evaluating media from digital 
sources. Often we see false information circulated online. Supporting students’ research 
projects by providing speci�c sites they can use to research and emphasizing the impor-
tance of fact-checking media they see online can foster these skills. 

– Provide some real and fake news examples that might be about their favorite music or 
artists. Walk students through �guring out what is accurate information and what is in-
correct information. Have students then research their favorite artists or musical genres, 
�nding media and information they have vetted. 
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• Handling online information and content 

– Once students have successfully understood the process of �nding and evaluating me-
dia, how they handle and share that information is the next important step. Taking the 
information they see, and knowing how to piece out and to understand that information 
act as the intermediary set of skills between �nding the information and sharing it. 

– Suppose you wanted to build this skill using information students found. Have students 
�nd the essential points in a piece of information by �nding �ve crucial facts about their 
favorite artist or musical genre and writing them down. 

• Composing media for online 

– The most crucial digital literacy skill is how one takes information that they have evalu-
ated and communicates it online. Helping students write posts and giving examples of 
ways to post information online is vital. Knowing the di�erence between a good time 
and a wrong time to post is not an important skill. 

– Ask students to create a short blog on their favorite artist or musical genre using their 
collected information. After, invite them to curate a post on social media to promote the 
blog post. 

3. Knowing Your Online Space 
As you would get to know your classroom, getting to know your online classroom is crucial to being safe online. 
You should know the security preferences and administrative tools. Knowing these settings will help keep you 
and your students safe. 

Things to know 

• Know your platform privacy and security settings 

– If you are unsure, walk through it with a member of your IT team. Most districts have 
online precautions in place, but there are extra settings you can set to better protect you 
and your students in your online learning space. 

– Know how to change your password and do it often. Lock your video chat rooms so 
only students or coworkers can access them. Send messages to students and families in 
private channels like email only. Secure the suggested video settings before students see 
them, and make sure to double-check any student-to-student chat options. 

• Practice accessing settings with your students 

– Students can understand the importance of security settings if you do. Walkthrough 
privacy and security settings with them often, so checking and adjusting them become 
routine. 

– Teaching students how to update their password is one of the most common and practi-
cal lessons you can work on with students to start teaching them about online security. 
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• Student media and work sharing 

– Know whose work and identity you are allowed to share online and whose you are not. 
Students themselves might want to opt out even if their families are okay with it. Com-
municating with students the importance of what they share online versus what they 
should not is also essential to their growth as positive digital citizens. 

– Teachers should have a list of students who have opted out of allowing their students 
to be online during the year. Make sure to have that list handy and make a habit out of 
asking students whether it is okay to post their work or likeness on social media, regard-
less of their initial decision. That way, students get comfortable asking others whether it 
is okay to post on their social media. 

Creating a safe online environment is not something you should take lightly. Beyond protecting you and your stu-
dents from online hazards, it provides a model for creating a safe space where they are welcomed to be themselves. 
Creating a space online and o�ine for students to feel comfortable expressing themselves will foster more mean-
ingful and more profound learning experiences. 
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